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Introduction

Our organization is committed to protecting the privacy of our customers and their data. This
Privacy and Data Handling Policy ("Policy") outlines the measures we take to collect, process,
store, use, share, and dispose of personal information in accordance with applicable laws and
regulations. We expect all developers and authorized users of our Applications or services to
abide by this Policy, which establishes the appropriate conduct and technical controls for
managing and protecting information assets.

Data Processing Activities

We maintain a record of all data processing activities, including specific data fields and how they
are collected, processed, stored, used, shared, and disposed of for all personally identifiable
information (PIl). This record is regularly reviewed and updated to ensure that it accurately
reflects our data processing activities and to establish accountability and compliance with
applicable laws and regulations.

Privacy and Security Laws and Regulatory Requirements

We establish and implement processes to detect and comply with privacy and security laws and
regulatory requirements applicable to our business. Our compliance with these laws and
regulations is regularly reviewed and documented to provide evidence of our adherence to
these requirements.

Privacy Policy for Customer Consent and Data Rights

We respect our customers' rights to access, rectify, erase, or stop sharing/processing their
information in accordance with applicable data privacy regulations. We establish and abide by
our privacy policy for customer consent and data rights to ensure that our customers are
informed of their data rights and can exercise those rights as appropriate. We have processes
and systems in place to assist authorized users with data subject access requests.



Confidentiality of PII

We include contractual provisions in employment contracts with employees who process Pll to
maintain confidentiality of PIl. We require all employees to complete privacy and data
protection training to ensure that they understand the importance of protecting Pll and the
consequences of failing to do so.

Conclusion

This Privacy and Data Handling Policy outlines our commitment to protecting the privacy of our
customers and their data. All developers and authorized users of our Applications or services
must abide by this Policy and associated procedures to ensure the appropriate conduct and
technical controls are applied in managing and protecting information assets. We regularly
review and update this Policy to ensure that it remains current and complies with applicable
laws and regulations.



